
 

 

Vol. 04, No. 01, pp. 01 –12 (2023) 
ISSN: 2708-0757 

 

JOURNAL OF APPLIED SCIENCE AND TECHNOLOGY TRENDS 
 

www.jastt.org  

 

doi:10.38094/jastt401139        

1 
 

Performance Analysis of Enterprise Cloud 

Computing: A Review 

Hayfaa Subhi Malallah1*, Riyadh Qashi2, Lozan Mohammed Abdulrahman1, Marya Ayoub Omer1, Abdulmajeed Adil Yazdeen1 

 
1ITM Dept., Technical College of Administration, Duhok Polytechnic University, Duhok, Iraq, (hayfaa.subhi@dpu.edu.krd, 

lozan.abdulrahman@dpu.edu.krd, mariaayob997@gmail.com, abdulmajeed.adil@dpu.edu.krd) 
2Vocational School Center 7 Electrical Engineering of the City of Leipzig, Leipzig, Germany, r.qashi@bsz7-Leipzig.de 

*Corresponding Author hayfaa.subhi@dpu.edu.krd 

 

Abstract 
Cloud computing has swiftly established itself as the norm in its field as a result of the advantages described above. In an attempt to reduce 

the amount of time spent on infrastructure upkeep, an increasing number of businesses are moving their operations to the cloud. As a result, 

maintaining a cloud environment has proved to be exceedingly difficult. It is necessary to have an efficient cloud monitoring system in order 

to reduce the workload associated with administration and improve cloud operation. The cloud monitoring service is beneficial since it has 

the potential to improve performance and make administration easier. The administration of Quality of Service (QoS) parameters for cloud-

hosted, virtualized, and physical services and applications is one of the most important responsibilities of cloud monitoring. As a result, 

cloud management software retains a record of both actions and services, and it also conducts dynamic setups of the cloud in order to 

increase operational effectiveness. The performance of businesses and businesses as a whole was examined in this article, as was the influence 

that cloud-ready programs and tools have on that performance, as well as the advantages that may be obtained from adopting such programs 

and products. 
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I. INTRODUCTION 

 
The use of computers in large enterprises for the purpose of 

data processing is referred to as "enterprise computing," which 
is also often referred to as "information management" (IS) or 
"information technology" (IT). In the 1960s, shortly after the 
introduction of mainframe computers, there was the beginning 
of the first broad use of computers for the purpose of data 
processing on a commercial scale. Because of the proliferation 
of new technological capabilities, there has been a significant 
shift in the paradigm of business programming. Since the 
introduction of the personal computer in the 1980s, client-server 
architectures have largely taken the place of the giant 
mainframes that were previously in use. The client-server 
architecture was supplanted in the 2000s by web-based 
commercial systems and e-commerce websites that place an 
emphasis on the end user. This occurred as the internet gained 
importance in the 1990s [1]. 

As a result of these advancements, the capacity of corporate 
networks to give access to the internet has increased, and they 
have grown both in size and in their level of pervasiveness. 
Concurrently, both their level of difficulty and, as a result, their 

price has increased: A staggering amount of money is spent on 
information technology (IT) by consumers and companies all 
around the world each year. This encompasses everything from 
the procurement of new hardware and software to the increase 
in the number of devices that are linked to the network (in-house 
or out- sourced) [2]. Cloud computing has the potential to once 
again revolutionize commercial computing, since it will turn 
computing into a service that can be accessed through the 
internet rather than a physical machine [3]. 

Important aspects of cloud computing include (a) the 
packaging of computing services as a service and making them 
available over the internet, (b) the capability of end-users to 
rapidly provision the resources they require, and (c) a pricing 
model in which customers pay only for the cloud resources they 
actually use. Cloud services may be able to achieve significant 
economies of scale as a result of the aggregation of computing 
resources; these economies of scale are something that can 
subsequently be passed on to corporate IT. It is not surprising 
that the potential for cost reductions is at the forefront of people's 
minds when it comes to the current excitement for cloud 
computing. Mining data at previously unimaginable sizes is now 
feasible because to the availability of cloud services, which pool 
together vast quantities of computing power in concentrated 
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pools. This strategy led to the creation of a wide variety of 
innovative programming models and development processes, 
which are together referred to as cloud computing. These 
technological breakthroughs make it feasible to run 
computations on a massive scale and significantly increase the 
effectiveness with which software is developed [4]. 

Cloud computing has had a precipitous growth in 
prominence over the last several years, and as a result, it is now 
drastically reshaping the information technology strategy of a 
number of global corporations. As a result of the unprecedented 
benefits that the "as a service" paradigm provides in terms of 
investment, distribution time, and scalability, new (mobile) 
offerings have been widely disseminated, and emerging 
innovations such as big data, the internet of things (IoT), and 
machine learning (ML) have been introduced [5]. 

These new advancements are demonstrating the ability to 
grow globally scattered resources, which, in turn, is encouraging 
the continued expansion of the cloud computing business and 
enhancing the opportunities available to unique companies 
operating in global contexts [6]. 

 To take advantage of global pooled infrastructure to have 
the best user interface, new computation and network 
technologies are evolving. Due to having low latency A multi-
cloud solution, though, presents fresh challenges when it comes 
to assessing end user service standard of quality (QoS). SLM is 
essential for big vendors because of its growing position in 
business. The greatest impact on SMEs' acceptance of cloud-
based services, external conditions, rather than organizational or 
technical factors, have a major impact on Cloud service 
adoption, this concludes the role of environmental influences in 
the adoption of novel technologies by SMEs in India. Indicates 
that proper load and data testing is essential for cloud storage, 
Numerical findings demonstrate the effects of the "chilling" 
mechanism. Identifying ways to improve the operability of QS 
models with queues Using numbers helps determine what 
services are required to achieve the success standard. 
Computational capability is available in many data centers 
worldwide, with one depending on available power, providers 
typically advertise that their prices vary based on the use [7].  

The rest of this review paper is organized as follows. Section 
tow presented the theoretical concepts about Enterprise Cloud 
Computing. The literature review presented in section III. 
Section VI provided the necessary discussion and comparison 
among the reviewed works. Finally, the conclusion presented in 
section V and followed by the used references. 

 

II. ENTERPRISE CLOUD COMPUTING 

A. CLOUD COMPUTING 

The term "cloud computing," which also refers to "on-
demand computing" or "platform computing," encompasses a 
wide variety of resources and applications, including file 
storage, server and database management, and device 
deployment. Other names for this type of computing include 
"on-demand computing" and "platform computing." Due to the 
fact that the servers provided by the cloud service provider are 
physical computers, it is necessary to set up extra infrastructure, 

which requires both time and resources. The term "cloud 
computing" refers to a model for the delivery of computing 
services in which customers have access to a shared pool of 
configurable computing resources (such as data storage and 
processing power) with very little intervention required from the 
user. Cloud computing is also known as "utility computing. 

Users should store their data online, where it can be accessed 
from any device, at any time, rather than locally on a hard drive 
or backup device, since online storage allows for more 
flexibility. Cloud computing, also known as SaaS and IaaS, 
refers to the provision of computer resources and applications 
through the internet. The cloud environment may be categorized 
as either a private, public, or hybrid network, depending on the 
sort of network architecture that is used. 

 Cloud Computing layers 

Carrying Out Your Duties Within the Cloud: The Cloud 
Consists of Two Layers, Front and Back Between the user 
interface (front end) and the actual users, there is a 
communication layer. This layer makes it easier for users to 
access information kept in the cloud by facilitating the use of 
cloud storage applications [8]. 

Components like as processing units, routers, central servers, 
and facilities for the storage of data are examples of parts that 
are included in the back end. The most important purpose of this 
component of the cloud is to safely store data. It serves as the 
cloud's skeleton. The central servers, with the assistance of 
middleware, which functions as a translator between the 
database and the applications, enable efficient communication 
in both directions across the many devices that make use of 
cloud storage. As may be observed in Fig. 1. [9]  

 

Fig. 1. Cloud Computing layers, front-end and back-end. 

 Enterprise cloud computing 

While enterprise cloud infrastructure provides considerable 
productivity, efficiency, and cost-cutting benefits, many 
companies still face significant barriers to cloud adoption. 
Enterprise cloud computing can be a challenging task, and the 
proliferation of social video and streaming media platforms has 
made it much more difficult. And as consumers have 
exceedingly high demands for seamless interactions when 
viewing websites, mobile apps, and digital video content, 
network congestion makes reliability a problem. Denial-of-
service attacks and other advanced threats pose significant 
security risks for businesses using commercial cloud storage 
platforms [10]. 
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For companies looking to solve the obstacles to commercial 
cloud computing, monitoring tools technology is available. 
Offering the world's biggest and most integrated cloud-based 
infrastructure for delivering and accelerating corporate cloud 
computing technologies, businesses can expand their network 
into the cloud and handle traffic around the Internet to provide 
safe connectivity to sensitive services for staff, collaborators, 
and clients, making enterprise cloud computing more scalable, 
efficient, and secure, easier [11].  

 

 Comprehensive solutions for enterprise cloud computing 

Web performance technology speeds up websites and web 
apps, allowing businesses to provide consumers with instant, 
dependable, and safe access from any platform, at any time. 
Enterprises can offer a flawless viewing experience and quick 
access to high definition multimedia content on any device and 
the flexibility to expand to meet peak demand using media 
distribution technologies, such as a live streaming server [12]. 

Stable websites and data centers with cloud protection 
technologies, reducing the chance of downtime and data 
stealing. Cloud networking technologies that turn the business 
network to speed up applications, cut costs, and make cloud 
infrastructure more available. Network provider solutions that 
make constructing and/or operating a service distribution 
network  [13]. 

 

 Enterprise architecture 

cause and effect Due to this shift from client-server to the 
internet of things (IoT) to cloud computing, each large 
corporation must constantly review evolving IT architectures 
while maintaining reliable business processes stay operational. 
A balancing act is needed to manage the needs of existing 
business processes, with the introduction of emerging 
technologies [14]. 

Multiple environments and constantly evolving 
technological environments necessitated the ‘enterprise' feature 
of IT. [IT Architects] found it advantageous to create an 
overview of how the enterprise's software fulfills business 
needs, whether it is applied in an architected fashion, and how it 
is really communicated between the various business 
applications. It is also necessary to regulate and standardize the 
option of new technological platforms to ensure that their 
functionality is met To explore how major organizations can go 
through the process of adopting cloud computing, we must 
consider the change in the infrastructure model from the 
viewpoint of business functions [15]. 

 

B. ADVANTAGES OF CLOUD COMPUTING 

 
Several benefits associated with using cloud computing 

Since the introduction of cloud computing, the shortcomings of 
conventional information technology systems have been 
progressively more obvious each year. Because their technical 
environments are not well-equipped to recognize these shifts 
and put appropriate responses into action, businesses are having 

a harder time adapting to shifts in the market and new 
technological developments. This is making it more difficult for 
businesses to respond to these kinds of changes. Cloud-based 
solutions provide an IT architecture that is more malleable and 
effective, and it is created expressly to assist enterprises in 
thriving and expanding [16]. 

• Increased Interoperability: Because users of various 
communities and teams may access the same files in the 
cloud, interoperability between these groups is improved, 
making it simpler for them to collaborate. This strategy 
enhances the efficiency with which remote workers may 
access data and engage with management by minimizing the 
delays that are inherent in conventional IT models. These 
delays can be a barrier to remote employees' ability to do 
their jobs effectively. It streamlines procedures so that more 
work may be accomplished in a shorter amount of time [17]. 

• Scalability and Performance: The market needs are still 
evolving. That's why cloud infrastructure is built to be 
scalable. As the business expands, more storage and 
bandwidth are often needed to handle the growing volume of 
traffic. Auto-scaling helps companies manage their cloud 
resource use so they can scale up and down as needed while 
maintaining efficiency. As well as can the speed of websites, 
cloud infrastructure minimizes downtime [18]. 

• Automatic Software Updates: Many cloud service providers 
keep the service up to date to meet business needs. Every 
hour of every day is dedicated to keeping up the cloud 
servers, and it frees up resources that they'd otherwise invest 
on it in-house [19]. 

 
Cloud-based solutions are also particularly sustainable for 

companies who practice corporate social responsibility and are 
concerned with reducing the carbon effect of their operations. 
Cloud storage may, in many instances, fully do away with the 
demand for hardware, resulting in a large decrease in the number 
of essential IT infrastructure components in the workplace. This 
may be attributed to the fact that cloud storage can eliminate the 
need for hardware. Because the price mechanism used by cloud 
service providers is known as "pay as you go," companies are 
only required to hand over money during the times in which they 
really make use of the cloud service. As organizations develop 
and their data requirements rise, they may make advantage of a 
storage scalability option that is available to them. Employees 
are now able to carry out their responsibilities from any place as 
long as they have access to the network. This is possible because 
cloud information is kept remotely on the Internet [20]. 

 

C. COMMON CLOUD COMPUTING CHALLENGES 

Without a doubt, the most difficult aspect of cloud storage is 
the worry about stability. While cloud storage services promise 
to use the highest levels of protection and industry standards, 
though, there is still a hazard with them [21]. 
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 Downtime: Any cloud customer can confess that down time 

outages are their primary concern. In rare occasions, 

service companies can be swamped by the amount of 

customers they handle per day. If technological problems 

occur, the program or services can be momentarily 

unavailable. 

 Internet Connection Dependency: A customer would not be 

able to access the data because they have an up-to-date 

computer and an up-to-date Internet link Additionally, if the 

correct steps are not taken, using public Wife’s for your files 

may be dangerous. 

 Financial Commitment: In the cloud industry, a pay-as-you-

you-go approach is typically used. However, membership 

programs generally include monthly or annual payments. 

They should do this as part of their running costs. 

 Security: Even if your cloud service assures you it is safe, 

it's just as likely to lose your records. Dissaving is also 

being an ever bigger problem as hackers want to get to 

confidential business data stored in the cloud. 

 Limited Access: While the cloud service may and operate 

the technology, the customer has little control There will 

only be one person who will be able to deal with the front 

end of the computer, the others will run the infrastructure. 

Passing the very important jobs, such as firmware 

administration to the end consumer, can be disregarded. 

Once a third-party supplier is in the chain, you can never 

be confident that the data would be safe. 

 

D. TYPES OF CLOUD COMPUTING 

It is possible to categorize cloud computing service 
providers according to whether or not they provide cloud-based 
services and/or use a delivery method that is based on the cloud. 
This is one possible method for organizing suppliers of cloud 
computing services. The method in which clouds are 
disseminated may determine whether they are public, 
proprietary, or hybrid. Public clouds are accessible to anybody, 
whereas private clouds are only accessible to a select few. On 
the other hand, the service model includes an offering for 
infrastructure as a service, platform as a service, and software as 
a service [22]. 

 Types of Cloud Deployment (By Models): 

cloud’s classification based on the deployment model. 

 Private Cloud 
As an alternative to on premise implementation, a private 

cloud offers more limited service than an infrastructure-as-a-
service model but is also less expensive. Currently referred to as 
"within" or "corporate cloud," which includes features handled 
on-premises, inaccessible to the public. A private cloud offers 
scalability, as well as elasticity and stability, with an extra layer 
of management controls. Through creating their own firewalls, 
businesses can obtain a higher degree of protection while 
outsourcing to the public cloud. The primary disadvantage of 
private cloud is that it can be time- and resource-intensive for 
the enterprise to use and maintain the servers. 

  Public Cloud 
The term "digital cloud" refers to computer facilities 

provided over the Internet by third-party providers. Unlike 
private clouds, public clouds make their capabilities accessible 
to everyone who wishes to access or buy them. These programs 
may be offered for free or on a pay-per-use basis, with customers 
paying only for the CPU cycles, storage, or bandwidth that they 
use. Since the cloud service provider is responsible for 
maintaining the system, companies may avoid having to buy, 
operate, and upgrade on-premises systems. They also have 
modular RAM and versatile bandwidth, allowing companies to 
scale their storage requirements more easily. 

 Hybrid Cloud 
A blend of public and private cloud uses a special form of 

cloud computing technology The “cloud voodoo” paradigm 
makes private and public cloud shifting in response to the 
changing computing needs. As the need for on-premises for 
storage and cloud grows, companies will ramp their networks up 
to accommodate the additional traffic since it doesn't originate 
in the public cloud. In a multi-tenant cloud model, you just pay 
for services. Often, you get the advantages of a decentralized 
cloud while avoiding the associated security problems. 

 

 The Types of Cloud Service Models 

Based on the service model, cloud can be categorized into 
IaaS (Infrastructure-as-a-Service), PaaS (Platform-as-a-
Service), and SaaS (Software-as-a-Service). Shown in Fig 2. 
[23]. 

 

Fig. 2. Types of Cloud Service Models [24]. 

  Infrastructure as a Service (IaaS) 
In the context of the "as a service" model that is utilized in 

computing, the phrase "infrastructure as a service" (sometimes 
abbreviated as "IaaS") is the phrase that is most commonly used 
to describe the delivery of cloud-based server and storage 
resources, in addition to virtualized network connections. This 
phrase is the phrase that is most commonly used to describe the 
delivery of these resources. The client retains control over the 
servers, operating system, and applications that are offered as 
part of the service, despite the fact that they are not responsible 
for administering the cloud resources on their own [25]. 

It is not the client's obligation to host any of the hardware, 
software, servers, or data storage for the service; rather, it is the 
job of a third-party provider to take care of all of these things. 
The customer is not responsible for any of these things. Hosting 
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the program and making regular backups of it are both the 
responsibilities of the service provider. Infrastructure-as-a-
service (IaaS) is offered by a number of companies, including 
Amazon Web Services (AWS) [26]. 

  Platform as a Service (PaaS) 
PaaS, which stands for "platform as a service," is a model of 

cloud computing in which the customer is not responsible for 
setting or administering the underlying platform. This model is 
also known as "platform as a service." Instead, the responsibility 
for doing so is with the supplier. Creating a program that can 
function inside a cloud environment. Customers are able to have 
input into the services they get since they are the ones who pay 
for such services when they are really utilizing them. 

Users are able to get the most out of the software that they 
have already paid for by taking use of SaaS, which frees them 
from the need to worry about updating or replacing any of the 
software. With software as a service (SaaS), consumers are able 
to get the most out of the software that they have already paid 
for without being burdened with the responsibility of managing 
their own networks, servers, operating systems, and storage. As 
a result of this, businesses are in a better position to devote a 
greater portion of their time and resources to the development 
and marketing of new products, while also devoting a smaller 
portion of their time and resources to the routine maintenance of 
their systems and the development of new software. The 
Amazon Web Services (AWS) Elastic Beanstalk and the Google 
App Engine are two of the most well-known examples of 
platform as a service (PaaS) [27]. 

 Software as a Service (SaaS) 
The term "software as a service," more often abbreviated as 

"SaaS," refers to a model of delivering computer programs to 
end users in the form of a subscription service. When users make 
use of cloud storage, they are relieved of the responsibility of 
ensuring that the software installed on their local workstations is 
kept up to date and do not need to import any new applications. 

Users have the option of accessing the software over a distant 
cloud network by utilizing an application programming interface 
or a web browser (API) [28, 29]. 

With the software as a service, or SaaS, model, the supplier 
of cloud storage takes full responsibility for everything, 
including the hardware, middleware, application services, and 
encryption. SaaS, also known as software as a service (SaaS), 
provides organizations with access to hosted applications. This 
prepares the way for major gains in administrative efficiency as 
well as customer pleasure. Applications like Salesforce and 
Microsoft Office 365, as well as G Suite from Google, are 
examples of software as a service. In accordance with what can 
be seen in Fig. [30] 

E. MONITORING TOOLS  

Monitoring is an essential component of both management 
and engineering in the modern, sophisticated infrastructures that 
support networking. When dealing with novel storage and 
networking paradigms, such as cloud computing and network 
virtualization, monitoring becomes significantly more difficult 
as a result of the increased variety and changeability of the 
underlying networks and resources. This is due to the fact that 
cloud computing and network virtualization are examples of 
novel storage and networking paradigms. One of the factors that 
has contributed to the meteoric rise in popularity of cloud 
computing over the last few years is this. It is more challenging 
to get a consensus on how to assess these systems since there are 
currently no industry standards in place for monitoring cloud 
infrastructure. Because of this, coming to an agreement on how 
to assess these systems is an extremely difficult task. 
Understanding the components of cloud services monitoring, 
which range from the underlying physical and virtual 
infrastructure to the levels of the end-user and service provider 
respectively, can be accomplished most successfully by taking a 
tiered, top-down approach to the problem at hand. This is the 
most efficient method available [31]. Each measuring layer 
incorporates the relevant criteria and metrics for judging 

Fig.  3. Infrastructure with Cloud Computing [24] 
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performance in terms of dependability, security, SLA 
compliance, and efficiency, respectively. In addition, the most 
representative cloud service providers on the market are 
segmented into groups according to the kinds of services that 
they provide. The management methods that are associated with 
each service type are then researched and mapped into the 
appropriate functional levels [32]. 

The National Institute of Standards and Technology (NIST) 
asserts that the architecture of cloud computing makes it 
possible to get on-demand access to shared network services that 
may be made available in a short period of time with just a 
minimum amount of administrative work needed to be done. 
The most notable benefits of using cloud computing are the 
increased level of productivity, scalability, speed, and 
accessibility it provides. Cloud computing is also quite 
inexpensive. Cloud computing, like any other kind of service, 
does not come in a format that is universally applicable to all 
circumstances. It is possible to meet the requirements of a broad 
group of clients by delivering a wide range of service models as 
well as different types of solutions. This may be done in a 
number of different ways. Using the cloud may be accomplished 
in a variety of distinct ways in the modern world. Cloud 
computing may be broken down into three primary service 
models: infrastructure as a service (IaaS), platform as a service 
(PaaS), and applications as a service (AaaS). These models are 
abbreviated as IaaS, PaaS, and AaaS, respectively (SaaS). 
Because of the ways in which they are linked to one another, 
they make up what is referred to as the "cloud service stack." 
The phrase "cloud computing" is gaining popularity as a result 
of the growing number of companies and people that recognize 
the many advantages offered by this technology. When more 
individuals use cloud services, there is a higher volume of data 
that needs to be handled. This increases the difficulty of the task. 
Because of this, administration and monitoring solutions for the 
cloud that are at the leading edge of technology are required 
[33]. 

• The need for infrastructure and service monitoring: Both 
automated and manual tools are needed to adequately track 
cloud computing. Managing cloud infrastructures consists of 
measuring, overseeing, and administering active tasks within 
that infrastructure Manual or automated techniques are used 
to make sure the cloud technology or platform works 
properly. It's necessary to cope with cloud-critical resources 
or scientific calculations. The cloud administration assists 
with various cloud-related tasks like: 

• Accounting and billing cloud covers virtual and physical use 
and allocation to better guarantee data security, the CMP 
enforces complex and accurate record keeping that prevents 
falsification and tampering. 

• Quality of Service (QoS), Price, penalty clauses in the 
customer agreement the Parameter Monitor collects the 
CMs, resources, and analyzes SLA data to verify services. 

• Providing cloud services to match the workload The CMT 
monitors total resource usage, as well as service use. This 
allocation/reallocation support can assist in more efficient 
allocation decisions. 

• Capacity planning, it safeguards capacity for running 
operating operations in the Cloud. The CMT identifies 
resource usage for different services. 

• It is a collection of settings and values that governs the 
actions of devices and software. It ensures cloud services are 
reconfigured as consumers add or delete resources. 
Configuring the services is provided by the CMT. 

• The security and privacy of computing is absolutely critical, 
particularly when it comes to using cloud resources and 
services. 

• It is also one of the most critical fields of operational Cloud 
when it comes to stable and robust Cloud infrastructure. 
Proactive control of the cloud-driven resources is made 
possible through monitoring. Shown in Fig 4. [34] 

 

Fig. 3. General architecture of cloud monitoring Tool[35] 

III.  LITERATURE REVIEW 

Many companies are choosing to house data in data centers 
these days because they need to organize, process, store, and 
easily access vast volumes of data. A data center has several 
components, like a space with hard drives, chillers, power 
supplies, and servers. Data centers run round the clock, seven 
days a week. IT service companies can own their own their own 
data center for the purposes of creating an IT enterprise or 
organization. Most businesses must use apps, utilities, records, 
and data centers heavily [36]. For this reason, we need a 
management framework where any administrator can track 
anything that happens on the network, including all programs, 
applications, and data. On the face of it, the device monitoring 
seems to be done for the sake of speed; behind the scenes, 
though, its objective is to discover disturbances, issues, or 
dangers. Typical for web-servers, the control system is usually 
is mounted on a separate computer and is configured to keep 
track of other computers and software [37]. Today, the network 
is the only place to get to knowledge and records. Many kinds 
of technologies, apps, such as device monitoring, monitoring 
software, and analytical tools, are already in use to keep an eye 
on network output. We offer some literature reviews on the 
topic : 

D. Chandramohan et al.,  [38] they recognize both protection 
and confidentiality problems that exist in the insurance and 
finance industries Concerns for personal freedom under 
oppressive management facilitating the steeling of third party 
services to be aware of and diligent in market 
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continuity/phenomena and protection are critical requirements 
in the cloud where security and confidentiality are given equal 
consideration in the new pervasive mobile computing era data 
in the cloud is very vulnerable Once compromised, the user's 
trust on cloud services is significantly. in the current century, 
managing and maintaining the flow of knowledge are critical 
due to banking, healthcare, government, and government 
information being in the cloud, making it difficult to do anything 
globally. 

 G. Wenwen  et al., [39] presented an innovative approach to 
punishing malicious ratings focused on three criteria: expense, 
benefit, and risk. More specifically, they examine each criterion 
as well as its contributing factors and propose a coherent model 
that quantitatively incorporates the three parameters.in theory, 
work is proposed using an on-the-the-cloud and knowledge-
enhanced computer tooling To be more specific, it aims to 
optimize the machining parameters, using an event-driven 
approach. based on the latest component characteristics, a 
longitude and azimuth parameters that were machined 
previously are automatically obtained Finally, the optimization 
module adapts the movements and cutting parameters to 
represent the events. A sensor network and human control is 
used by human operators track the data. A research from the 
mold-making industry validates the proposed structure.  

N. Sfondrini et al., [40]IT is being transformed by cloud 
computing A multitude of businesses are increasingly putting 
money into the Cloud to accelerate IT operations and decrease 
the time to market with innovative products like IoT and Big 
Data. Even, though, essential enterprise facilities and 
confidential data must be moved to the Public Cloud. To survey 
sixty companies that are now using the public cloud for their 
applications This study looks at both enterprise and prospective 
Cloud strategy options and challenges. For research, cloud 
service providers (CSPs) are only used as issues related to 
regulation and success management. It follows that to gain 
ownership over their public cloud systems, multi-nationals 
would use SLM. 

A. I. Khan and A. Al-Badi,[41] Today's desktop-based 
technologies are going from niche to ubiquitous. There are 
billions of widely distributed software, however, application is 
difficult to validate because of diversity of pervasive hardware 
Minimum effort cloud computing is the future. We verify the 
accuracy of apps. Traditional research methods can't keep pace 
with the fast-changing technological world. 5G also lowered the 
network data use requirement thus under the presence of 5 G 
cloud-based application testing is achievable 

S. Afzal and G. Kavitha, [42] concerned about load 
balancing during the load balancing period, the supplier must 
carry additional costs when accomplishing a migration that 
equates to a reduction in profit due to decline in resources. it is 
linked to load balancing by the cloud service (CLS) An 
improved load balancing (IMB) algorithm is developed to lower 
migration costs The IMB migration expense indicates that. 

 F. Zahid et al.,[43] [52] offer a self-adaptive network design 
to HPC clouds, as a model for lossless interconnection centered 
on a feedback control system and optimization, we created an 
HPC network that constantly adapts to the different traffic 
patterns, resource distributions, and policies. Furthermore, we're 

making a simpler rule-based specification for the framework's 
service providers to follow. Our self-adaptive built network 
prototype is working using industry-leading applications The 
test on a cluster shows the possibilities and outcomes when it 
comes to meeting Quality of Service in HPC clouds. 

C. Wu, S. Horiuchi, and K. Tayama, [44] they also created a 
novel intent-based cloud resource design (RDF) they 
successfully tested it in a cloud-based scenario RDF N mode 
reached 90.60, 95.44, and 98% in terms of the versions, and they 
are well-tailored. They additionally proposed an RDF feature (P-
mode) for increasing user satisfaction. they almost eliminated 
SLA risk at the cost of a minor quantization error (2.78 percent). 

N. Chawla et al., [45] Large businesses are increasingly 
moving HR, financial, and other vital applications off-premise 
to the SaaS (Shared Service-Software as a-Service) and PaaS 
(Public-Platform-as-a Service) ecosystems. We see an increase 
in potential for designing bespoke performance testing 
capabilities as apps are being deployed into the public cloud. 
checking the website during migration to the operation under the 
cloud in addition, he proposed three implementation scenarios 
and research targets. 

W. Hassan, T. S et al., [46] Cloud infrastructure practices 
and guidelines are a subject that is still being studied and needs 
to be looked at further. These best practices and guidelines can 
help companies understand how to get the most out of cloud 
infrastructure without putting their businesses at risk.More 
research also needs to be done on cloud activities and 
recommendations These methods and best practices will help 
organizations use cloud computing to its fullest potential 
industry-targeted cloud applications What is it, hasn't, and will 
change? Numerically small numbers of users show the benefits 
of cloud storage. Capability can be delivered by continuous, on-
the-the-the-of-the-the-the-moment tracking All has their head in 
the cloud companies can be helped to appreciate cloud 
computing by reading this document Additional analysis is 
needed to optimize these qualities. 

A. Stephenet al., [47]  to assess the efficiency of IaaS in the 
cloud service agreement The measure of real-time analytics is 
the problem to continue computation with. In our research 
contribution we have taken availability as the main parameter 
and carried on the study. Some software such as Manage Engine 
display the percentage of being available whereas others such as 
Idea do not. CPU, network out, and file read and write properties 
can be seen. When there are no resources, the two parties can 
understand that as compromise. 99.9% uptime in the future, this 
analysis will be applied to a smaller subset of cloud vendors and 
more information will be accessible. The amount of instruments 
to track can also be expanded, and a calculation for 
compensation can be constructed mathematically. If these 
results are applied to all the amount of service suppliers, 
availability is rated, and the customer would be able to choose a 
service without a problem. 

D. Mourtzis, [48]work suggests an automated, knowledge-
laden system for machining using machine tools strictly 
speaking, it's an event-driven algorithm, and it just focuses on 
the machining parameters. Using the characteristics of a new 
element, it searches for previous component dimensions that 
have already been successfully machined. Afterwards, the 
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optimization module adapts these events to effectively 
manipulate the step and cutter parameters. a mobile device-
based surveillance framework [that] to gather and reporting 
system. 

I. K. Kim et al.,[49] they propose , NTRU offers a safe and 
efficient enhancement to DROPs' Confusion and scattering 
protected the confidentiality of the records. Using T-sequencing 
and NTRU algorithm, the nodes are chosen Fragmentation also 
improves efficiency. There is just a user interface for both the 
importing and saving of data. Additionally, the framework may 
be further modified to change the settings in the file without 
impacting output. For distributed data storage and connectivity, 
TCP over DROP can be employed. 

G. Ciccarella,. [50] With the introduction of services such as 
4K and 8K online, 360-degree virtual reality, and self-enabled 
vehicles, the ECC has found itself a prominent position in 
telecommunication networks. This case studies describe how 
efficiency and total cost savings can be made for ECC. To 
describe the reasoning for ECC to be used to boost KPIs in ultra 
wide bar networks, it describes efficiency and cost evaluations 
on simulation. 

O. Pandithurai et al.,  [51]  They indicated Enterprise cloud 
instances in modern data centers operate not only foreground 
programs such as web and databases, but also various 
background resources (e.g., backup, virus/compliance search, 
batch) to protect the cloud instances and boost overall resource 
efficiency. These context services also experience resource 
floods, which absorb a significant amount of pooled capital on 
cloud instances. By intervening with the preemption of common 
infrastructure, resource storms greatly degrade the output of 
foreground applications, resulting in repeated SLA breaches. 
Stock OS schedulers, on the other side, are not equipped to 
manage these conditions, and previous work is inadequate to 
deal with resource storms in extremely volatile cloud workloads. 

M. A. Sharkh, Y. Xu, and E. Leyder, [52] Cloud computing 
is becoming the standard for all companies in all over the world. 
We want to investigate how machine learning algorithms affect 
cloud device profiling and prediction While classic machine 
learning algorithms have been successfully applied in Cloud 
Computing, however, cutting-edge methods like deep learning 
and reinforcement learning have not. Despite having capabilities 
in image processing and speech recognition, these models 
(particularly deep neural networks) face problems elsewhere. 

W. L. Tsai, [53] Advancements of cloud computing also 
made infrastructure as a service (IaaS) a mandatory for 
businesses. However, evaluation tools in cloud computing 
remain incomplete. This study uses an improved knowledge 
framework Formation perception is used to construct the study 
framework, and updated by transaction cost theory. These 
metrics were gauged by experts using Delphi. The findings show 
that importance, data security, data integrity, and retention of 
data are critical aspects of cloud computing. 

N. S. Kumar et al.,  [54] AWS Lambda is a compute carrier 
that allows you to run code without having to manage servers or 
provision them. AWS Lambda executes the code only when it's 
required and scales automatically, from a few requests every day 
to hundreds per second. You just pay for the compute time you 

use; there is no charge when the code is idle. With AWS 
Lambda, you can run programming for almost every service or 
backend provider – everything without having to manage 
something. AWS Lambda runs the code on a high-availability 
compute platform which handles all compute resource 
administration, including application and operating system 
upkeep, bandwidth provisioning and automatic scaling, and 
code monitoring and logging. 

R. Maeser,. [55] It's clear that companies can demonstrate 
integrity by being straightforward and trustworthy. be informed 
and meet and uphold cloud infrastructure and storage 
requirements and execute service level agreements trim options 
focused on cost, user requirements, and/tractability compute 
private cloud infrastructure Pertaining to cases, organizations, 
these measures will tell them how long to push the related 
variables to meet their needs Prototype must be used to address 
the capacity and security concerns to meet all internal and 
external needs (i.e. traceability and transparency from 
expectations to the required investment levels and cloud service 
capabilities that satisfy requirements). using this statistical 
technique, data-driven method (e.g. organizations that are 
comparing whether to utilize private vs public vs hybrid; or 
organizations that are assessing the required investment to their 
internal private cloud based on required cloud SLA availability 
levels). 

M. M. Khalil  et al., [56] the more virtual machines involved, 
the shorter the overall delay period of the tracking device was, 
however the average waiting time for operation was higher than 
that of less devices, thereby the impact can be offset by including 
more virtual machines. In AIST's (American Society of 
Testing's) opinion, the organisation of cloud service access is 
needed in every cloud environment. found that the VM control 
causes a server delay, which has to be accounted for in order to 
mitigate it. With the considered risk model for cloud computing, 
can approximate the length of time required for service 
provisioning. 

N. Kratzke and R. Siegfried, [57]  under the pay-as-you-use 
cloud computing paradigm, cloud-native platforms are being 
developed. add these observations to the simulation Two big 
contributions: also proposed a cloud-native simulation stack and 
expectable delivery patterns for cloud-native simulation 
services. Our perspectives are built on case studies of cloud-
native technologies, studies of cloud requirements, collaboration 
with cloud engineers, and action testing with app developers. 2 
primary data storage and web applications deployment modules 
have been made smaller, though horizontally decomposable. 

 

IV.  DISCUSSION AND COMPARISON  

Benefits to cloud infrastructure, such as the delivery of 
service capability promises.  Examples of cloud computing 
systems include Infrastructure-as-a-Service (IaaS), Platform-as-
a-Service (PaaS), and Software-as-a-Service (SaaS). This is a 
cloud storage blog. Each facility is assessed and ranked. SaaS 
saves the consumer time and money by allowing Internet-based 
program usage, and application maintenance. Hosted cloud 
platform uses virtualization which takes care of enterprise 
continuity the service company provides various systems 



Malallah et al. / Journal of Applied Science and Technology Trends Vol. 04, No. 01, pp. 01 –12, (2023) 

 

       

9 

 

including APIs, computers, servers, storage, databases, 
networks, and frameworks. IaaS leases cloud-based resources 
including servers, laptops, networking gear, and software these 
are widely used by businesses to fulfill their IT specifications 
and redefine emerging cloud infrastructure standards and 
protocols including service level agreement (SLA) management 
and resource provisioning. Assert that it will help quantitative 
confidence the different tasks that are handled in Cloud 
ecosystems can be looked at from both vendor's and customers' 
viewpoints as they can be managed independently. To compile 
this definition, the operating areas of the Cloud produced a 
taxonomy this class serves as a valuable point of reference when 
testing various control techniques. Emphasized that general 
monitoring tools and cloud-specific tools had differing 
functionality based on their domain, an overemphasis on certain 
strengths was generally what we had anticipated. Clients also 
use general monitoring systems that include a client-server 
model. These tools were built for tracking conditions where 
there were no changes in infrastructure. initially, these problems 
including scalability should be discussed in the development of 
new monitoring tools for Clouds The capabilities of the 
monitoring tools must be investigated to see if these tools will 
improve where needed, as well as to find places that do not have 
the necessary help described monitoring tools and their potential 
to assist cloud management and Performance. 

Note in Table 1 that the interest of all research has been 
focused on strengthening and developing the infrastructure of 
the cloud, as it saves the effort and money for the customers and 
users, as well as interest in the aspect of security, especially in 
the private cloud, to gain the satisfaction of the business and 
Performance of Enterprise. 

The way cloud TEMP has changed how businesses operate 
today, John Graham-Cumming, CTO, Cloud flare says, “The 
cloud TEMP has taken what was once costly hardware or 
software and turned it into services. This first happened with 
applications (such as Salesforce), and then with compute and 
storage (think AWS or Google Cloud. It is now happening on 
the network.”  

Further commenting on the future of the cloud, he says, “The 
future of cloud is serverless and infinitely scalable. The next 
stage is to forget about where and how code runs and has it run 
everywhere, inside the Internet. This will be the serverless 
revolution”. 

In the shadow of rapid technological growth, several 
companies have sought to speed up management processes and 
service delivery rapidly to enterprises, companies, and 
consumers, so there are several technologies and tools that have 
evolved in this field, like... The three most advanced firms are. 
In the shadow of rapid technological growth, several companies 
have sought to speed up management processes and service 
delivery rapidly to Enterprise, companies, and consumers, so 
there are several technologies and tools that have evolved in this 
field, like Top Cloud Monitoring Tools 2020, Sematext Cloud, 
AppDynamics, Datadoz, New Relic, Dynatrace, Sumo Logic, 
CA Unified Infrastructure Monitoring (UIM), Site 24×7, 
Zabbix, Stackify Retrace, Zenoss, BMC TrueSight Pulse, 
Solarwinds, Amazon CloudWatch, Azure Monitor, etc... The 
three most advanced firms are Amazon Cloudwatch, Microsoft 
Cloud Monitoring, MS Azure on cloud service[65].  

 

TABLE I.  MONITORING TOOLS, CLOUD-SPECIFIC TOOLS AND DIFFERING FUNCTIONALITY BASED ON THEIR DOMAIN 
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[38] 

the proposed framework. brought the Privacy Preserving Digital Data in the 

cloud This will benefit the cloud consumers to trust their proprietary information 
and data stored in the cloud. 

Privacy Model to Prevent Cloud 

Digital Data Loss (PPM–DDLC). This 
supports CR (cloud requestor/user). 

 x  x  SaaS 
Private 

 

[39] 

present a novel cloud confidence model that prioritizes fairness and objectivity 

In other words, the penalty is calculated by three criteria: profit, cost, and risk 
combine these three characteristics into one metric to provide a quantitative 

assessment of punishment Validate our suggested confidence model without 

experimenting with possible contributing factors only. 

analyze and quantify the influencing 
factors of punishment degree for 

malicious users. 

x x    IaaS - 

[40] 

The latest Cloud technology model allows businesses to quickly evaluate 
emerging applications and innovations, such as IoT and Big Data, on a “ready to 

go” virtualized platform for a low initial cost. Reduce the time to market of new 

services. Big Data, IoT, M2M, and on demand services. 

technologies Big Data  and IoT.  x x  x IaaS Public 

[41] 

suggests a five-step testing method for cloud-based ubiquitous software. Stress 

checking, consistency monitoring, compatibility testing, functional testing, web 

browser testing, load testing, and latency testing are all examples of cloud 
testing.   focuses on program testing in general. 

5G network minimized network-related 

data streaming. 
x x x x x all Public 

[42] 

AIMB algorithm respects human skill and task knowledge while allocating 

capital The algorithm prioritizes the migration expense, and determines the most 

cost-effective migration strategy. 

the IMDLB algorithm provides the 
most optimal migration cost. 

 x  x  IaaS - 
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[43] 

refer to cloud identity as an inability to adopt self-adaptive infrastructure refer to 
a lossless high performance interconnection model for HPC clouds The solution 

has a complex input management system that varies traffic conditions, workload 

distributions, and in compliance with service policy. This self-adaptive system is 
like a proof-of-of-concept for concrete workloads. For instance, highly efficient 

communication is necessary when a large data sets must be processed in a short 

periods of time. 

A self-adaptive HPC network design 

system built on lossless high-
performance interconnection networks. 

x  x  x IaaS - 

[44] 

Telecommunication providers use Virtual Network Functions (NFVs) on clouds 
to deliver telecommunication services, and data collection is one of them. The 

customer of the cloud is worried about the functionality, stability, and 

efficiency, among other things. 

novel intent-based cloud resource 

design (RDF). 
x x x x x all - 

[45] 

performance testing, the guiding principles and operating model were 

established. Data transfer to the cloud can be a time-consuming process, but it 

can increase efficiency. as well as the kinds of programs that would be migrated 
There are a lot of hypotheses and concerns about the research environment as 

well as the data specifications. 

checking the website during migration 

to the operation under the cloud . 
x  x x x all Public 

[46] 

Enterprises need not over-simples their cost analysis by defining software that 

can operate on a public or private cloud for possible cost savings. The best way 
to analyze infrastructure costs is to assess the need and how much one can use 

their infrastructure resources. 

VMware and Openstack easier to use 

and deploy. AWS 

Microsoft Azure, Google, IBM. 

 x  x  IaaS all 

[47] 

different tools are tabulated for comparison, CloudWatch, IDERA, and 

ManageIQ software are both used to track the Amazon instances. SLA 
parameters include CPU use, network in, network out, disk upload, reaction 

time, and memory usage. 

Three separate management software, 
including CloudWatch monitoring, 

IDERA uptime cloud control and 

ManageEngine program manager, 
monitor Amazon cloud instances. 

x x x x  IaaS Hybrid 

[48] 

Fresh case machining toolpath simulation can be helped by shop floor data Thus, 

the visibility of money may be improved, which helps to prevent no feasible 
proposals. in terms of machine-tool cutting reduction, the proposed approach 

will speed the process by delivering close to optimum initial values. 

The monitoring system uses a wireless 

sensor network and human feedback 

through mobile devices. 

x   x  - - 

[49] 

And make sure the data is stored in the cloud for safety and accessibility put a 

lot of emphasis on defense performance improvement output must not be 
sacrificed for protection propose a framework utilizing DROPS and NTRU With 

no hesitation or delay. Any protection risk must be accepted. 

a system using DROPS with NTRU 
algorithm. 

  x  x IaaS Private 

[50] 

Traditional fixed and mobile UBB architectures have efficiency and cost 
problems that the ECC architecture will easily solve. ECC will increase device 

KPIs like throughput through reducing latency and packet loss by distributing 

certain IP core features, content distribution systems, and apps closer to end-
users. 

New UBB networks have a significant 

effect on both the level of 
service/application and overall network 

ownership costs. 

x x x   IaaS - 

[51] 

a cloud-specific architecture for managing various apps in the user space with 

the aim of meeting SLAs Orchestra uses an online approach for all 

implementations, with lightweight control and output templates that are updated 
on the fly. It optimizes resource distributions in order to meet SLAs. Orchestra's 

success on a development cloud is assessed using a variety of SLAs. 

implemented  Orchestra with rea 

workloads on Amazon EC2. 
x x x x x IaaS all 

[52] 

investigate the influence machine learning models can have on Cloud 
application profiling and creation, and growth. The effect of any potential 

change in prediction is seen in both by Cloud vendors and customers. Our 

strategy has been effective in improving Cloud resource scheduling in a data 
center. 

the algorithms were evaluated. 
Reviewed CPU consumption prediction 

performance, memory usage, Desk 

Write throughput, network throughput, 
and network throughput transmission. 

  x  x 
IaaS 
SaaS 

all 

[53] 

These assessment indicators were examined using the Delphi technique. The 

results demonstrate that data backup, high 

vailability, confidentiality, and overall value are the most important factors for 
cloud-computing services. 

using the Delphi technique  x x  x IaaS Hybrid 

[54] 

Monitoring and Handling the Errors, AWS relieves you of the responsibilities 

and shackles that computers create. Through using AWS Lambda as your server 
less foundation, you're able to design and focus on your framework 

functionality. You can quickly develop robust, event-driven, stable, and cost-

efficient applications using AWS server less functions. 
* Function-as-a-Service(FaaS)model. 

Using AWS Lambda as your serverless 
logic layer helps you to construct 

quicker and more focus on what 

differentiates the program. 

x x x x x FaaS Private 

[55] 

provide a solution that estimates CSP confidence levels and forecasts SLA 

output Evolution of cloud specifications (e. ISO/IEC) will be incorporated as 
regression-based statistical models for SLAs will be built to assess cloud 

computing and SLA results. 

evaluate and identify CSP confidence 
levels. 

x  x  x IaaS all 

[56] 

The time expended on testing, estimates, and probabilities of pause and waiting 

time, as well as blocking probabilities, are both taken into consideration, and the 
outcomes are shown in graphs, with the consequences addressed. 

Amazon Web Services AWS and  MS 

Azure is a cloud service. 
x x  x  IaaS Public 

[57] 

Due to the steady expense framework of cloud computing, assume that CNS 

architectures can behave like cloud-native programs. The industry has related 
developments that render it more and less monolithic (similar to Functions as a 

Service). in order to get the most out of cloud computing, simulations can be far 

more refined and more detailed, and focused. 

modeling and simulation (M&S)M.  x  x x 
(M&S)M 

& 

SaaS 

Private, 
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V. CONCLUSION 

Cloud computing is becoming increasingly common. Cloud 
computing is booming because of infrastructure as a service 
(IaaS). As a service, cloud services can include virtual servers, 
raw storage, firewalls, and network equipment. One of the most 
important cloud infrastructure challenges is provisioning. 
Resource management consists of allocation, provisioning, 
mapping, and modeling. the following advantages of Cloud IaaS 
include: scalability, the standard of operation, decreased 
overhead, increased efficacy, and streamlined gui, for too many 
years, network computing is where it's at today. It's the enabling 
technology of the decade. These traditional structures are 
commonly clustered. This technique would not scale to millions 
of artifacts in cloud systems. Scalability approaches that have 
greater dispersed application and monitoring properties are 
needed. Infrastructure as a Service (IaaS) computing empowers 
applications to procure or unlock computing services on-as-
needed. Infrastructure-as-a-Service (IaaS) successes are a good 
indicator that it will continue to be progressively critical over 
time. Although the controversy rages in scholarly and scientific 
chat rooms, cloud infrastructure does new things for 
Performance of Enterprise that they have never been able to get 
before. 

IaaS cloud infrastructure employs schemes that provide 
resource provisioning, allocation, mapping, and reallocation. It's 
known that there are several considerations when managing 
cloud resources with availability, scalability, adaptability, and 
reusability. Delay, bandwidth overhead, computation overhead, 
and protection do all have to be factored into the management 
design of a resource plan.  And that the advantages of the cloud 
have enabled many Enterprises to solve their problems due to 
the lack of tools, devices, costly services, storage spaces, and 
their problems, network performance, and speed in obtaining 
results anywhere and at any time only with the presence of the 
Internet or available networks. 
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