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Abstract

The demand for setting up a wireless LAN internet connectivity is almost mandatory for every commercial building, home, company, and
educational institutions. With the growing number and height of buildings as well as the number of users, it has become essential to apply
new techniques to provide better wireless network services, especially for security issue with many applications used by an attacker that
can decrypt the traditional password to use network resources, that’s lead to poor network performance for providing network services
for people authorized to use it. All of that is almost a very challenge issue when applying outdated techniques. In this research a wireless
network has been created considering a large number of users in a multi-floor building using a new control system which can solve the
problems by setting up RADIUS authentication via that wireless network with a webpage that automatically appears to the user
immediately after connecting to the wireless radio signal and automatically gaining an IP address, lead user directly to the temporary
page asking him for authentication, if the user has the right username and password or even sometimes a code called Voucher, he will
get a package assigned to his priority. This technology will eliminate the vulnerability on the wireless connection and the unauthorized
user will be discarded from the router, in addition of that authorized users will get authenticated to make better use of network resources.
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I.  INTRODUCTION

For many years since the development of Local Area
Network (LAN) in a wired network. LAN was very secure and
reliable especially when it was not connected to the internet, but
the demand for mobility of having the connecting lead to
discovering the wireless radio signal that can carry the
information in the air and give the user free of a move, but
almost everyone in the range of radio signal can connect to the
open wireless network, an old solution for that problem is to
have a single password over the radio signal that has been given
to an authorized user only, this technique was good at that time,
but with the understanding of encryption and decryption
technique nowadays and having much application that can
decrypt the password, it became very easy by cybercriminal to
gain access to the secured network and use its resources which
became a vulnerable point for the system that been used by the
company, home, business or even a school, to overcome this
problem, many solutions to be considered [1], [2].
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For example, the administrator of the network can make a
database contain all MAC addresses for the authorized mobiles
and laptop devices, these MAC addresses stored in the router
and give them the access to the network and block everyone else,
but this technique has the downside that a guest user will have
straggled to enter the network by a process of many steps
contacting the administrator and diving him the MAC address of
his own device [2].

Another user management way is to make two or more
wireless name called SSID (Service Set Identifier) each with a
different password and each given to special users like in school
environment, the (SSID) for teachers has more bandwidth with
a different password that the (SSID) which given to the student
which have a limitation for accessing some special websites [3],

[4].

The nowadays solution in almost every enterprise and
professional network environment is to set up a RADIUS
wireless connection which directs the users after getting an IP
address from DHCP (Dynamic Host Configuration Protocol) to
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a static webpage that welcomes the user and asks him either to
enter the authorized username and password or even just a single
code called the VVoucher which is a random code generated by a
specific router and printed by the network admin and given to
the authored user. The decision to set up and install the Unifi
Enterprise Controlling system with all of its components is
dependent on many powerful features that this system offers for
small and medium-size organizations and companies. Those
features and aspects of a wireless network will be explained in
detail as literature reviews in the following points [5]

A. Unifi Enterprise Controller System

Unifi Controller Software is software from Unifi which has
to manage wireless networks, view network statistics with Unifi
Controller Management Interface. Unifi Controller can also be
used to manage wireless networks [6], [7].

B. Captive Portal

The captive portal is a feature included in Unifi Router and
as its implementations have seen in coffee shops, hotels and
schools usually either ask users to simply agree to terms and
conditions before granting Wi-Fi access, use some sort of
automatic backend to authenticate users using usernames a
password or room numbers or ask for payment before access is
granted. This solution effectively simplifies both the user’s
experience logging in, the host’s experience administrating
access, and still provides better access control than a simple
agreement to terms and conditions. Asking for only a name
rather than asking users to register with a username and
password [8].

C. Zero-handoff Roaming

In the large-scale industrial network, which consists of
multiple access points (APs) and mobile users, there is one
process that causes a delay problem, which is called as handoff
or roaming, the roaming is a process when a user needs to move
away from current AP to new AP promptly. In this process, the
roaming delay causes the discontinuation of control. In general,
the roaming delay is induced by two processes. First, the user
has to disconnect from the current AP and join a new AP by
channel scanning and probing. Second, the user must be
authenticated at the new access point [7], [9].

D. Local Area Network

Local Area Network (LAN) is a computer network that is
designed for a limited geographic area such as a building or a
campus. Although a LAN can be used as an isolated network to
connect computers in an organization for the sole purpose of
sharing resources, most LANSs today are also linked to a wide
area network (WAN) or the Internet [10].

E. Wireless LAN

Wireless LANs are now one of the most important access
network technologies in the Internet today. Although many
technologies and standards for wireless LANs were developed
in the 1990s, one particular class of standards has clearly
emerged as the winner: the IEEE 802.11 wireless LAN, also
known as Wi-Fi [7]. An 802.11 LAN is based on a “cellular”
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architecture: the system is subdivided into cells. Each cell,
referred to as a basic service set in the 802.11 nomenclature, is
controlled by a base station, known as an access point (AP).
Although a wireless LAN may be formed by a single cell, with
a single AP, most installations are formed by several cells, with
the APs connected through some backbone, denoted as the
distribution system (DS). This backbone is typically an Ethernet
[11] [12].

F. Power over Ethernet

Power over Ethernet (PoE) is a networking feature defined
by the IEEE 802.3af and 802.3at standards. PoE lets Ethernet
cables supply power to network devices over the existing data
connection. PoE-capable devices can be power sourcing
equipment (PSE), powered devices (PDs), or sometimes both.
The device that transmits power is a PSE, while the device that
is powered is a PD. Most PSEs are either network switches or
PoE injectors intended for use with non-PoE switches. Common
examples of PDs include VoIP phones, wireless access points,
and IP cameras [13], [14].

G. Wireless Access Point

A wireless access point (WAP) is a node configured to allow
wireless devices to access the local area network (LAN). WAPs
are just plugged into a switch or into an Ethernet hub. An access
point has its own range. When two or more access points are in
an environment, the range overlaps to provide roaming [15], and
also has the responsibility of transferring signal from Ethernet
cable mean of connection to a wireless signal of frequency either
2.4 GHz or 5 GHz [10].

H. Authentication Methods

Different encryption systems have been implemented for the
safety of wireless networks from the early years to the present.
The encryption standards used for wireless networks are shown
with technical specifications in Table | [16]-[18].

TABLE |. AUTHENTICATION METHOD USED IN WLAN

Method Authentication Encryption
Algorithm
WEP Open/Shared Key RC4 (24 bit)
WPA Personal Pre-Shared Key(PSK) RC4 (48 bit)
WPA2
Personal Pre-shared Key(PSK) AES
WPA 802.1x RC4 (48 bit)
Enterprise
WPA2 802.1x AES
Enterprise
WPA3 Simultaneous Authentication of 128 bit
Personal Equal (SAE)
WPA3 Simultaneous Authentication of 192 bit
Enterprise Equal (SAE)

Authentication sequence between a device that is trying to
authenticate and an access point that is using shared key
authentication. In Figure 1, the device uses WEP key matches
the access point’s key, so the device can authenticate and
communicate.
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Fig. 1. Sequence of Shared Key Authentication

I. RADIUS Server

RADIUS which stands for “Remote Authentication Dial-In
User Service” is a network protocol - a system that defines rules
and conventions for communication between network devices -
for remote user authentication and accounting. Commonly used
by Internet Service Providers (1SPs), cellular network providers,
and corporate and educational networks [19]. RADIUS is [17],
[18], [20] an AAA protocol (authentication, authorization, and
accounting) for applications such as network access or IP
mobility. RADIUS is usually used for network devices such as
routers, modem servers, switches [2][17][18][5].
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Fig. 2. Sequence of RADIUS Authentication

J. Ubiquity System Compare to Other Vendors

A High-density test conducted by Aletha with Both Bands
(2.4GHz and 5GHz) Enabled on a pre-Release version of
Ubiquity AP, model Unifi AP-AC-HD, firmware version
3.7.37.6065, on 18th, 19th and 20th January of 2017 in
Bangalore. Performance of this particular Access Point was
compared with Access Points from Ruckus
[R710:R710_104.0.0.0.1347], Aruba [IAP-325-US:6.4.4.0-
4.2.3] and Meraki [MR52:up-to-date]. Clients used in the tests
were configured with 2x2 MIMO Wi-Fi cards. 70% of the
clients were 802.11a/b/g/nfac capable and 30% were
802.11a/b/g/n capable. Tests were run on all APs with both
2.4GHz and 5GHz bands enabled. Measurements were taken
with 40 clients, 70 clients and 100 clients and shows test result
as in Figure 3 [24].
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Fig. 3. Average Throughput (Mbps) in Both Bands

Il. RELATED WORKS

Many researchers have been done over RADIUS Server
in wireless network to explore the vulnerability and strengths
points of the system using RADIUS authentication method over
traditional password based wireless method. A study of Shared
Secret Key Update Scheme between RADIUS Server and
Access Point using PUFs explored the existing AP and Radius
Server used the SSK (Shared Secret Key) to authenticate the
accounting messages between devices [21]. Another study of
AWLAN Security Threats and Countermeasures Given the
security flaws of the 802.11 standard, all businesses need to
define their security requirements based on applications using
WLAN. It is covered all the security issues and solutions to
issues so that WLAN is protected like Wired LAN and make a
comparisons between password based wireless network and
RADIUS Server [22]. In [20] he explored that using RADIUS
server leads use employees to use their credentials that are
integrated with the RADIUS server, or they should use a
voucher which is given to them. Apart from the authentication
methods described, the network will not be accessible except the
authorized users, so it is safe from unwanted attacks and network
abuse. Another similar research [7] used the UNIFI devices, the
system enables end-to-end roaming for complete roaming,
making it seamless and virtually uninterruptable. Another study
defined that roaming becomes an important aspect because
many applications rely on real-time communication and
therefore need seamless handover between access points [23]. In
[1] they proposed a method for securing WLAN, their approach
focused on creating a network for a medium size office which
has 3 subnets and several servers. They used WPA2 Enterprise,
firewall captive portal, and certification techniques. They have
two types of network users which are employer and visitor. Then
they tested their proposed method by exposing their network to
attacks, these attacks were created by many attacker tools like
air dump, aireply, and air crack. Their work gives better results
than using only WPA2 PSK. Another researcher designed a
network for universities in the developing countries. He took in
the consideration the budget challenges. All used switches,
access points, routers and firewall are from Cisco Company.
This network designed to be used by 5075 users. [25]. And also
in [26] To consider materials used in buildings mostly absorb
Wi-Fi signal that make the access point placement inefficient as
the transmitted signal blocked, absorbed, dispersed or reflected
back by the wall and building structures. Isolative materials,
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such as concrete absorb and disperse the Wi-Fi signal, while
conductive materials such as metal reflect Wi-Fi signal.

I1l. PROBLEM STATEMENT

In educational organizations there are many types of network
services with different privileges and large number of users,
there are many adjacent buildings, each building with many
floors. In addition, the total number of users is large. Network
user’s management is a challenge process especially when the
network should be available and dependable. A very important
point in this situation is that the devices which are using the
network may be mobile devices (not place static), so the
mobility of devices should not give the user any feeling of
network service delay that is induced of network roaming.

IV. EXPERIMENTAL DETAILS

A. Materials

With the high scalability of the Unifi system, it’s possible to
build wireless networks for a school. The Unifi wireless network
can start with one access point and expand to hundreds between
the buildings even in case of future expansion in the school
campus. The system uses extremely compact access points in the
form of a disk-like ceiling, resembling a beautiful indoor lamp
with disk sizes twenty centimeters in diameter. White glossy
plastic is fitted to make it. The front panel enclosure has a built-
in LED indicator that lights up in blue or white depending on the
operation mode of the device.

The map feature on the UNIFI controller gives the ability to
the system administrator to plan for every access point place
before physical installation on the building walls, simply by
uploading the building floor plan image to the map section and
adding the actual measurements with wall thickness and
installing the access point to estimate the number of access point
needed to each floor of the building, as shown in Figure 4.
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Fig. 4. Map plan of school first-floor building

After that a point to install the wall mount access point is
determined as shown in the map, Ethernet cable of CAT6 type
is installed to those points and all access point is installed, after
that, it is necessary to connect all those access points to Unifi
Security Gateway router which considered the heart of the
system and through programming controller. It provides control
over the entire network, security, and roaming of the end-users.
The controller automatically recognizes the access point
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connected to the router. During the installation, information is
displayed with the presence of the detected device. The router
provides IP address with all information programmed through
the controller like (SSID) with a password to the access point
depended on the device’s MAC Address.

The Unifi system is capable of providing multiple wireless
networks with different access privileges. It allows splitting
traffic of network users over VLANSs. This is practically an
opportunity to create independent wireless networks and
translate them into virtual local area networks (VLANS), which
is an extremely convenient and reliable way to isolate traffic to
different categories of users which in the school case to have two
different Wi-Fi SSID broadcasted to the users, one for teachers
and staff with higher bandwidth rate of 10 Mbps and no
limitation over accessing to all internet websites. Another WI-
FI SSID for only student in order to give lower bandwidth rate
with only 2 Mbps. It is important to note that students cannot
access a predefined list of websites that are not suitable to
students age, as shown in Figure 5.

° UTFi Network

SETTINGS Wireless Networks

Site SECURITY
Wireless Networks
Networks

Routing & Firewall + CREATE NEW WIRELESS NETWORK Amax

Threat Managemer ecta

Fig. 5. Different SSID and Profiles

Unifi Access Point Pro gets its configuration from Unifi
Security Gateway pro in programming controllers by the system
administrator; those functions are to provide roaming between
access points without interrupting the end-user connection. This
is a problem that in other types of networks cannot be solved or
just costs quite expensive. The Unifi system access points are
the first system that has a built-in programmable controller with
low cost. The end-user is provided with the ability to navigate
the network without even noticing that it connects to different a
base station which lets the teachers and students move freely
between the buildings while having an uninterrupted internet
connection.

The Unifi system control web interface allows managing
each user, analyzing traffic, and setting the necessary parameters
for each client individually. This enables the network
administrator to see user activity through diagrams and to notice
sources of irregularities and increased network load, for the
school administrator it was essential to monitor teachers and
student’s behavior while they using the internet resource and
some-time block some of them if they used too much of internet
bandwidth downloading unnecessary files, as shown in Figure 6
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It is essential to configure the RADIUS method for both
SSID names by automatically redirecting those users to a
website with IP address 192.168.0.24 with port 1813 to restrict
the access to network resource unless the user enters the valid
voucher code which is given to him by a system administrator,
as shown in Figure 7.

Fig. 7. RADIUS Sing-in Portal

RADIUS server needed to be configured according to some
specific steps, firstly the guest controller is needed to be chosen
as Hotspot then a Voucher generating web portal is given by the
controller to the system administrator to create different voucher
code each with specific download and upload limitations and
either limited or unlimited vouchers lifetime, as shown in Figure
8.
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Fig. 8. Voucher Generating Portal
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With that Voucher entered in the controller by the portal
RADIUS server, the system administrator can monitor user
activity, download and upload bandwidth, and can block him
anytime the user consuming too much of the system bandwidth.

B. RADIUS Authentication Algorithm

The following algorithms show the steps of RADIUS
Authentication in Unifi Security Gateway Router.

e The user device connects to an open Authentication Unifi
Access Point.

e Unifi Access Point forward connects through Wired
Ethernet Cable and Unifi Switch Back to Radius Server in
the Unifi Security Gateway Router.

e The Radius Server Send back a Sign-in Portal HTML Page
back to User Browser Contain the Filed for Entering User
Voucher Authentication.

e The user entered a known key given by the administrator to
that specific user.

o RADIUS server gets the user credentials and looks for a
match in a user database.

o If the user voucher matches an entry in the database. The
RADIUS Server Give an IP Extended time Expiration
based on wuser policy and profile created by the
administrator earlier for that user and gain internet access.

If the user voucher didn’t match an entry in the database.

The RADIUS Server Give Access Denied to that specific
User and discard that IP Address from the Unifi Security
Gateway Router.

e The user device connects to an open Authentication Unifi
Access Point.

Unifi Access Point forward connects through Wired
Ethernet Cable and Unifi Switch Back to Radius Server in
the Unifi Security Gateway Router.

e The Radius Server Send back a Sign-in Portal HTML Page
back to User Browser Contain the Filed for Entering User
Voucher Authentication.

e The user entered a known key given by the administrator to
that specific user.

e RADIUS server gets the user credentials and looks for a
match in a user database.

e If the user voucher matches an entry in the database. The
RADIUS Server Give an IP Extended Time Expiration
based on user policy and profile created by the
administrator earlier for that user and gain internet access.

e Ifthe user voucher didn’t match an entry in the database. The
RADIUS Server Give Access Denied to that specific User
and discard that IP Address from the Unifi Security
Gateway Router.
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C. Results

When all the configurations are done properly, the testing
process is done by looking at the list of connected users, both

teachers and student with different SSID seeing the results of
generating vouchers, testing vouchers to access the network, and
testing using radius authentication for employees to enter the
network as shown in Figure 9.

-!.-I.'.i{i'.l Meteork

P ADDRCES CHFERIDNGE COMNECTIOH

ARPORT

ACTIVITY 1) = ACTIVITY DWW UPTIML

Fig. 9. List of User Connected

The user is connected using a device name able-1d6f9cc7
has got an IP address from the controller, and it can be concluded
that the user has successfully connected to the access point that
has been made because the voucher code used is appropriate,
and the upload and download sessions have been started and use
56.2 Gbyte download and 55.3 Gbyte upload with uptime of 1
hour and 31 minutes of connection. Also user 84:41:67:60:4d
connected using the RADIUS authentication method. It can be
concluded that user 84: 41: 67: 60: 4d has successfully
connected to the access point that was created because it was
successfully authorized and the upload and download sessions
have started.

V. CONCLUSION

Unlike traditional router and wireless networks, which are
vulnerable to various hacker attacks and show the security flow
of the 80.2.11 standard wireless protocol, the Unifi system
enables end-to-end using zero handoffs roaming, making it
seamless and virtually uninterruptable which is useful in many
cases like VOIP and Video Conference. The Unifi RADIUS
comes with a software controller that can be deployed on a
regular Windows computer, a part from the authenticated user
described earlier, the network will not be accessible, and so it is
safe from unwanted attacks and network abuse. And also
installing, configuring, and managing Unifi wireless network is
easy with the intuitive and easy-to-use Unifi user interface. With
the high scalability of the Unifi system, it is possible to build
wireless networks for a bigger school building, and in extremely
large areas - hotels, universities, airports and more.
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